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Dr. Thomas Störtkuhl
thomas.stoertkuhl@tuev-sued.de

Phone: +49 89 5791-1930
Fax: +49 89 5791-2933

• Team leader Industrial IT Security
• 25 years experience in IT
• More than 15 years experience in 

information security
• Projects for companies; branches: 

critical infrastructures, automotive, 
production, administration, finance

• Certificates: CISSP, CISA, CISM, 
ISO/IEC 27001 Auditor



Current security incidents …
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What is (information) security?
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AvailabilityAvailability
24 SafetySafety

Information Security is the preservation of  (see ISO/IEC 27000)

� Confidentiality

The property that information is not made available or disclosed to unauthorized individuals, entities, or 
processes.

� Integrity

The property of protecting the accuracy and completeness of assets.

� Availability

The property of being accessible and usable upon demand by an authorized entity. 

IntegrityIntegrity

Security

Objectives

Security

Objectives

ConfidentialityConfidentiality

and for control systems also

� Safety Freedom from unacceptable risk. (siehe IEC 61508)

has to be considered.



Control system for ropeways (simplified)

TÜV SÜD AG Slide 516-03-30

Drive



Threats to the control system infrastructure of ropeways
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Replay attack
Malware like virus, trojans
Denial-of-Service
Manipulation …….

Drive



Possible impacts of threats
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� Denial-of-Service: no remote maintenance
=> long interruption for service

� Manipulated SCADA: change of parameters and settings of control 
system
=> no normal operation
=> system may be stopped 

� Encryption of data 
=> attempted extortions

� Manipulated control
=> system may be stopped
=> safety might be manipulated



Mandatory rules for control systems
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SAFETY

� Real-time systems
� Security measures must not affect

the safety functions

SAFETY

� Real-time systems
� Security measures must not affect

the safety functions

Safety first, Security for Safety

SECURITY

� Without security measures the safety 
functions might be compromised

� Availability first

SECURITY

� Without security measures the safety 
functions might be compromised

� Availability first



People, Process, Technology
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PeoplePeople ProcessProcess

TechnologyTechnology

define, use

roles & responsibilities
tasks



Holistic approach
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Applications

(Controlling, Measurement)
Applications

(Controlling, Measurement)

Services Integration

(Middleware, Database)
Services Integration

(Middleware, Database)

Infrastructure / Data Processing

(Network, Network Devices, Facilities)
Infrastructure / Data Processing

(Network, Network Devices, Facilities)

Industrial Control System

IACS

Industrial Control System

IACS

Control SystemControl System

Remote
Maintenance

TCP / IP

Industrial IT SecurityIndustrial IT SecurityEmbedded SecurityEmbedded Security

Operational Services

Threat

Threat

Threat

Threat

Threat
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Defense-in-depth strategy
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� Security policies and guidelines

� Physical protection (physical zoning)

� Network segregation (zones and conduits)

� Need-to-Know: Restriction of access to components, systems,
zones and conduits

� Minimum installation: hardening of components

� Living processes

� Skilled and trained employees

Security Risk
Host 
Layer
Network 
Layer
Operational 
Layer

cf. Homeland Security (2009) Recommended Practice: Improving Industrial Control Systems Cybersecurity with Defense-In-Depth Strategies figure 5



Must be considered: Roles

TÜV SÜD AG Slide 1230-Mar-16

IACS environment / project specific

Industrial Automation and Control System

(IACS)

Operational and maintenance

capabilities (policies and procedures)

+

Asset Owner

operates

System 

Integrator

integration capabilities

(design and deployment) 

Independent of IACS environment 

Control System Product

as a combination of

Embedded devices
Network 

components

Host 

devices

Supporting 

Applications 

Product 

Supplier
develops

Includes a configured instance of the

Control System Product

Automation Solution

Basic Process Control 

System (BPCS)

Safety Instrumented 

System (SIS)

Complementary

hardware and software

Source: IEC 62443 standard



Continuous Improvement: Security is  a process
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Plan

DoCheck

Act

Plan

DoCheck
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Contact
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www.tuev-sued.com

TÜV SÜD
Westendstr. 199
80686 Munich
Germany

Frank Seyfried

frank.seyfried@tuev-sued.de

Phone: +49 89 5791-2430
Fax: +49 89 5791-2470

Dr. Thomas Störtkuhl
thomas.stoertkuhl@tuev-sued.de

Phone: +49 89 5791-1930
Fax: +49 89 5791-2933


